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Abstract 

The paper starts from a situation of information asymmetry on credit markets and zooms in on AI-

enhanced credit scoring as an institutional response. It assumes the potential for expanding access to 

credit as well as the risk of discriminatory treatment of historically disadvantaged communities. Against 

this background, the paper explores legal requirements of „explainability“, using two recent European 

Court of Justice decisions as illustrations. The paper gives an overview of XAI methods along with their 

socio-technical and legal limits. It contributes to the discussion by suggesting to treat explanations as a 

public good and designing an intermediary institution which would act as a go-between connecting 

consumer data subjects and scoring companies. 

I Introduction 

In many markets, information asymmetries undermine allocative efficiency and market functioning (e.g., 

Stiglitz & Weiss, 1981). When one contracting party possesses substantially more information than the 

other, prices may be distorted, trust may erode, and welfare may decline. These concerns are especially 

salient in retail credit markets (Dobbie & Skiba, 2013). Consider an individual who applies for consumer 

credit in a foreign jurisdiction. The applicant has neither citizenship nor formal employment in that 

jurisdiction and lacks a local professional network and other conventional signals of creditworthiness. The 

bank faces a classic information asymmetry problem because it cannot readily assess whether the 

borrower is willing and able to repay the loan. This imbalance complicates risk assessment and pricing and 

can lead either to excessively cautious lending, which may produce above-market interest burdens and 
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credit rationing, or to overly optimistic lending, which may result in unsustainable leverage and borrower 

distress. 

Credit scoring systems have emerged as a central institutional response to such informational imbalances. 

These systems transform observable characteristics and past behavior into a summary measure of 

creditworthiness. Traditional credit scoring relied on a relatively small set of variables, such as income, 

employment history, and repayment records (see, e.g., Gibbs et al. 2025). In the contemporary digital 

economy, however, lenders can draw on extensive behavioral, transactional, and digital trace data when 

forming predictions about credit risk (Berg et al., 2020). 

These additional data sources create the possibility of expanding access to credit, particularly for 

underbanked groups that struggle to generate scores based on traditional inputs, for example, historically 

disadvantaged communities, recent immigrants, or refugees without an established credit history (Dobbie 

et al., 2020). Modern machine learning models can process high-dimensional information to produce 

credit scores that support more individualized lending decisions. In principle, finer-grained information 

permits a sharper distinction between relatively high-risk and low-risk borrowers and can therefore 

improve the allocative efficiency of credit markets, potentially yielding pricing that is more accurate for 

lenders, borrowers, and, by extension, financial supervisors. 

At the same time, the use of complex machine learning models that exploit rich data environments 

introduces a distinct set of challenges, in particular with respect to the interpretability of scores. As the 

number of features describing individuals increases, flexible predictive models can better approximate 

the underlying data-generating process and capture patterns that generalize across contexts, yet this 

flexibility typically reduces transparency (Meske et al., 2022). Although such models often generate more 

accurate predictions, their internal logic is difficult to reconstruct in a manner that is understandable for 

human decision makers. As a consequence, it is hard to explain why a particular score was produced for 

a given applicant (Gramegna & Giudici, 2021). This limitation has important implications for multiple 

stakeholders in financial scoring, where decisions can have life-altering consequences for individuals, are 

subject to legal and ethical scrutiny, and, at scale, can affect the soundness of individual institutions and 

the stability of the financial system (Bastos & Matos, 2022). 

When credit scoring systems are opaque, it becomes difficult to provide a meaningful justification for a 

specific score to the individual whose data is used, often referred to as the data subject. Concerns about 

fairness and accountability arise because the person affected cannot understand or contest the outcome. 

The user of the scoring model, typically the financial institution, is also constrained in its ability to 

determine whether a particular score is erroneous and to correct or override it. This situation sits uneasily 
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with legal rules in data protection and consumer credit law that require some form of explanation to 

consumers. It therefore creates challenges not only for lenders but also for financial supervisors (Bastos 

& Matos, 2022). 

When a person is denied a loan, a simple reference to an algorithmic system that produced the outcome 

conflicts with established practices that govern interactions between credit scoring providers, banks, 

customers, and supervisory authorities. Affected individuals, regulators, and courts have traditionally 

insisted on an account of why credit was refused and how the institution’s creditworthiness assessment 

operates (Citron & Pasquale, 2014; Sargeant, 2026). This traditional approach may be fundamentally 

altered if credit scoring increasingly relies on correlations embedded in hundreds of interacting variables 

that are difficult to interpret. Against this background, academic commentators and regulatory bodies 

worldwide have begun to examine how the fairness, lawfulness, and non-discriminatory character of 

creditworthiness assessments can be safeguarded (see, e.g., De Lange et al., 2022). 

A recent case before the Court of Justice of the European Union illustrates these tensions between 

opacity, trade secrecy, and the right to an explanation. In February 2025, the Court delivered its judgment 

in Case C-203/22 concerning the automated credit assessment practices of Dun & Bradstreet Austria 

GmbH. An Austrian consumer had been refused the conclusion or extension of a mobile phone contract 

after the provider relied on a negative credit score supplied by Dun & Bradstreet. Although the consumer 

later obtained a score indicating very good credit standing, she could not receive a clear account of how 

the original score had been produced. When she sought access to more detailed information, Dun & 

Bradstreet relied on national trade secret rules to resist disclosure. The Court held that the combined 

provisions of Article 15(1)(h) and Article 22 of the GDPR require the controller to provide the data subject 

with all relevant information concerning the procedure and principles relating to the use of personal data 

with a view to obtaining, by automated means, a specific result, the obligation of transparency also 

requiring that that information be provided in a concise, transparent, intelligible and easily accessible 

form (Dun & Bradstreet Austria, 2025, para. 50). From a technical perspective, this indicates that the data 

subject should be given access to information about the model enabling them to understand and, where 

appropriate, contest the result; for example, this could in principle pertain even to the learned parameters 

of the model if this helps achieve the goal. Trade secrecy cannot be invoked in absolute terms to defeat 

this right. The judgment therefore signals that credit scoring systems that play a decisive role in 

contractual decisions must be accompanied by explanations that are understandable for non-specialists 

and tailored to the individual case. 

Similar debates are unfolding in other jurisdictions. On September 23, 2025, the California Office of 

Administrative Law approved the California Privacy Protection Agency’s (CPPA) regulations under the 
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California Consumer Privacy Act (CCPA) on automated decision-making technology. Beginning April 1st 

2027, businesses using automated decision-making technology must conduct a risk assessment, provide 

pre-use notice to consumers along with an opt-out option, and provide the ability to appeal. Both the 

GDPR framework and the California rules therefore empower consumers to obtain information about the 

logic of automated credit and other significant decisions, even though they differ in scope, structure, and 

available remedies.  

These horizontal data protection and privacy rules are complemented in the European Union by sector-

specific legislation on consumer credit. Art. 18 para. 8 EU Consumer Credit Directive (EU) 2023/2225 (CCD) 

explicitly starts from the assumption that „artificial intelligence (AI) systems can be easily deployed in 

multiple sectors of the economy and society“. Following up on the GDPR, but asking for much more detail, 

the Directive explains that „the consumer should have the right to obtain a meaningful, comprehensive 

explanation of the assessment made and of the functioning of the automated processing used, including 

the main variables, the logic and risks involved, as well as the right to express the consumer’s point of 

view and to request a review of the assessment of the creditworthiness and a review of the decision on 

whether to grant credit“. Article 18 para. (8) CCD lays down the details: „where the creditworthiness 

assessment involves the use of automated processing of personal data, Member States shall ensure that 

the consumer has the right to: (a) request and obtain from the creditor human intervention, consisting of 

the right to request and obtain from the creditor a clear and comprehensible explanation of the 

assessment of creditworthiness, including on the logic and risks involved in the automated process of 

personal data as well as its significance and effects on the decision“. 

Explaining to consumers how AI systems are employed is at the heart of the AI Act, too. The scope of the 

AI Act, mostly, concerns developers and deployers of AI systems. This explains why it requires AI systems 

to be “developed and used in a way that allows (…) explainability”, including several rules to require 

manual-like instructions. Despite the AI Act’s focus on developers and deployers, explainability with the 

aim to achieve transparency about how AI shapes decision-making processes was considered important 

enough to justify the sole rule in the entire AI Act that focuses on consumers. “Any affected person subject 

to a decision which is taken by the deployer on the basis of the output from a high-risk AI system [that is 

a high-risk AI system]“, Art. 86 AI Act reads, „which produces legal effects or similarly significantly affects 

that person in a way that they consider to have an adverse impact on their health, safety or fundamental 

rights shall have the right to obtain from the deployer clear and meaningful explanations of the role of 

the AI system in the decision-making procedure and the main elements of the decision taken“. 

Note that the text of the AI Act zooms in on the role of the AI system in the decision-making procedure. 

This is to be understood against the AI Act repeatedly stressing that other Union rights, especially the 
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GDPR, remain unaffected. The AI Act does not explain how the “role of the AI system in the decision-

making procedure” differs from the GDPR’s “meaningful information about the logic involved”. One 

plausible interpretation is that the GDPR establishes an overarching principle that focuses on data 

protection, profiling, and the use of sensitive data, whereas the AI Act adds a residual safeguard that aims 

to ensure transparency whenever AI systems influence decision-making in ways that might otherwise 

escape scrutiny. 

These provisions raise two sets of questions. First, what options exist to render scoring models 

interpretable, and do these options comply with requirements in current regulations. Second, how should 

explanations of scoring methods be organized so that they secure lawful, incentive-compatible, and 

truthful disclosure that contributes to the protection of consumers.  

The essay at hand aims to address these questions. We survey methods that can be used to render scoring 

models interpretable and clarify what these explainability measures can realistically deliver. Thereby, we 

adopt socio-technical, economic and legal perspectives to examine the consequences of these methods 

and assess whether they are compatible with the emerging regulatory framework. Based on the presented 

insights, we discuss the idea for an explainability intermediary, in which a trusted entity produces 

explainability reports, in order to mitigate the obstacles that currently prevent explanations from 

achieving their intended protective function. 

II Why do we need explanations? 

From the perspective of the consumer, the variables used in a scoring model and the logic applied to arrive 

at an AI-based prediction of creditworthiness are of particular interest. At the same time, making these 

aspects understandable constitutes a sophisticated socio-technical challenge. Explanations of why an AI 

model produces a specific prediction are not merely technical summaries produced in isolation. They are 

created, communicated, and interpreted by human actors who have specific motivations for providing 

and receiving explanations (Miller et al., 2019). 

Different stakeholders have different reasons to care about understanding why an AI model generates a 

particular credit score in addition to achieving high predictive performance (Martens et al., 2025). During 

model development, developers need to understand why the model behaves in a certain way in order to 

detect and correct problematic behavior, for example, when the model assigns implausible weights to 

particular inputs. In a well-known example from image classification, a model relied on snow in the 

background rather than on image regions that showed the animals to distinguish between wolves and 

dogs, a behavior that would have remained unnoticed without interpretability methods (Ribeiro et al., 

2016).  
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Banks, as providers and users of explanations, must be able to justify to consumers how a prediction was 

reached on the basis of the available input information, both for reasons of legal compliance and in order 

to support accountability and trust. Explanations can also enable human decision makers in the loop to 

assess whether the reasons for a specific credit score are plausible, which can inform decisions about 

when to follow or overrule the model. Scored consumers can benefit from explanations in several ways 

(Rosenfeld & Richardson, 2019). Explanations may help individuals to assess whether legal action is 

warranted, for example, when they suspect discriminatory practices. They can also reveal actionable 

insights into how a person might improve their credit score, such as by reducing certain recurring 

expenditures or adjusting other aspects of their financial profile. In this sense, explanations are not only 

a mechanism for contestation but also a tool for learning and adaptation on the side of the consumer 

(Bauer et al., 2021). 

On a broader level, the availability of explanations can foster social acceptance of AI-based credit scoring. 

A widely held assumption is that humans find it easier to trust a system that offers reasons for its 

outcomes than a system that remains a black box. From this perspective, explainability is relevant not only 

for individual fairness but also for the perceived legitimacy of algorithmic credit decisions in society (Bauer 

et al., 2021). At the same time, this assumption presupposes that meaningful and useful information can 

in fact be provided. This raises a difficult question for regulators and firms. Will consumers be satisfied 

with explanations that are technically accurate yet generic and hard to understand, or should the use of 

opaque systems be restricted even when their predictive performance clearly exceeds that of more 

transparent models? 

Explainability also has implications for competition in credit markets. Where several lenders rely on 

algorithmic scoring, the capacity to communicate intelligible reasons for credit decisions can serve as a 

quality dimension of financial products. Transparent models can strengthen consumer trust and reduce 

search and switching costs, which may intensify competition on fairness, accuracy, and service quality 

rather than only on price (Heidhues et al., 2017). By contrast, opacity can reinforce market power. 

Providers that operate proprietary black box systems can shield themselves from scrutiny, making it 

difficult for consumers, regulators, and competitors to evaluate performance or challenge discriminatory 

outcomes. Over time, this may create informational lock-in because those who control large, non-

transparent models accumulate advantages that stem less from efficiency gains than from the inability of 

others to interrogate or replicate their scoring logic (Berg et al., 2020). 

Existing regulatory approaches only partially address these competitive dynamics. The AI Act contains 

transparency and documentation duties, although these largely govern the relationship between 

developers, deployers, and supervisory authorities (Regulation (EU) 2024/1689). The Act pays 
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comparatively little attention to consumer protection and does not engage with competition law 

concerns. As a result, statutory obligations under the AI Act are unlikely to determine how explainability 

is used in competitive positioning. A different picture emerges under data protection and consumer credit 

law. These frameworks do not require public disclosure in a strict sense. However, credit scoring firms and 

banks that are confronted with individual requests to explain how they score will know that whatever 

they reveal to a customer is unlikely to remain confidential for long. This possibility can influence both the 

design of scoring systems and the willingness of institutions to rely on highly opaque models. 

Against this background, it is crucial to understand how legal frameworks in data protection, consumer 

credit, and AI regulation conceptualize the explanations or information that must be given to a consumer. 

The same question arises in the more complex relationship between a bank’s internal rating specialists 

and its banking supervisor, where explanations serve as a basis for oversight, challenge, and potential 

intervention (European Central Bank, 2025). 

III What constitutes a good explanation 

A common goal of explanations about why a model behaves in a particular way is to provide humans with 

an understanding of the cause of a prediction or decision (Doshi-Velez & Kim, 2017). From this 

perspective, a good explanation helps to answer a “why” question. Psychologically, answering such 

questions can satisfy basic needs to reduce uncertainty and to feel competent (Miller, 2019). Explanations 

become especially important when outcomes are unexpected and conflict with a person’s prior 

knowledge, past experience, or projections, because they help individuals to reconcile perceived 

inconsistencies (v. Zahn et al., 2025). 

In the context of credit scoring, an explanation would aim to give involved stakeholders an understanding 

of why the model produces certain scores based on the inputs. This can happen on two different levels: a 

local and a global level (Bauer et al., 2021). A local explanation clarifies the reasons for an individual 

consumer’s score. If a low credit score is entirely unexpected, a local explanation can reduce the perceived 

gap between the anticipated and the actual outcome. It can provide a basis for legal recourse when the 

explanation reveals an unlawful reason for the discrepancy and can offer guidance on how to adjust 

individual behavior in order to improve future scores. From the perspective of the individual bank client, 

such an explanation is often the only way to assess whether the outcome reflects their own financial 

conduct or instead suggests an error or structural bias in the scoring system. A global explanation, by 

contrast, does not focus on a single individual but reveals the average behavior of the model across many 

cases. Global explanations are particularly valuable for developers, who use them to align expectations 

with actual model performance, and for banking supervisors, who can rely on them to detect unexpected 
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aggregate patterns that may indicate discriminatory treatment based on protected characteristics and 

may therefore call for supervisory action. 

Local and global explanations respectively answer the question why a model produces a specific output 

for a given input and why the model behaves the way it does overall (Molnar, 2020). Interestingly, from 

its ruling it seems that it is this kind of local, counterfactual explanation that the European Court of Justice 

in Dun & Bradstreet had in mind. Put differently, the European Court of Justice suggested an approach 

that allows for a form of causal reasoning of why this specific individual received the very score she did 

instead of another one, enabling her to learn what she could change in order to receive a different 

prediction. While this ruling seems plausible given our previous considerations, it is pivotal to gauge the 

feasibility of such a form of explanation both from a purely technical (methods to generate explanations) 

and a social perspective (design of explanation provision mechanisms).  

IV eXplainable AI  

With the rapid adoption of complex machine learning based systems in decision making, research in 

computer science and information systems has increasingly focused on eXplainable AI (XAI). XAI refers to 

methods that help humans understand why AI models produce specific outputs (Bauer et al., 2021). In 

credit scoring, these methods are often presented as tools to increase transparency and accountability. 

However, what computer scientists aim to capture with explainability techniques frequently differs from 

what consumers, regulators, supervisors, and legislators expect to be explained (Martens et al., 2025). 

This gap has led to persistent misconceptions about which aspects of model behavior can be meaningfully 

communicated and to whom. 

IV.1 White-box and Black-box models 

There are different ways to make the logic behind credit scoring models accessible to human 

understanding. One approach is to rely on white box models that are inherently interpretable because of 

their simple structure and relatively low mathematical complexity. Linear and logistic regression are 

standard examples, where learned patterns are encoded in coefficients of additive terms (e.g., Wang et 

al., 2015). In such models, the influence of an input feature such as annual income on a credit score 

prediction can be read directly from its coefficient. For example, if the coefficient for age in a linear 

regression for credit scoring is equal to 2, then the credit score increases, ceteris paribus, by two units per 

unit of age. Similarly, a simple decision tree can be interpreted by following the sequence of learned 

decision rules that place a new applicant into a group of similar individuals whose creditworthiness is 

historically known (Szwabe & Misiorek, 2018). For example, if an applicant is predicted to have a credit 
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score of 700, this means that the average historical credit score of historical applicants that are similar 

according to certain features has been 700, whereby similarity can be read from the logical rule that the 

decision learned. 

This inherent interpretability supports several objectives at once. It allows banks to justify predictions, 

facilitates the identification and correction of model errors, and enables developers and domain experts 

to check whether the model is consistent with substantive knowledge and expectations. These properties 

are especially valuable in regulated domains such as credit scoring, where transparency and accountability 

are central legal and supervisory concerns. The main limitation of inherently interpretable white box 

models is their restricted capacity to capture complex, non-linear relationships in high-dimensional data. 

Because their structure is constrained, they may fail to detect intricate patterns that would improve 

predictive accuracy. In practice, this often leads to a trade off between interpretability and performance 

when the underlying data.generating process involves many interacting variables and latent factors 

(Molnar, 2020). 

In theory, simple models do not necessarily perform worse than complex models on new, unseen data. If 

the true latent mechanism that determines creditworthiness is a simple function of income and years of 

education, a transparent logistic regression could exhibit better out-of-sample performance than a neural 

network or a random forest. In real-world credit markets, however, the processes that models attempt to 

approximate are unlikely to be so simple. As a result, non-interpretable models frequently achieve higher 

predictive performance. Choosing an inherently interpretable model in such settings, therefore, often 

means accepting a loss of potential predictive accuracy in exchange for greater transparency (e.g., Rudin, 

2019). 

From an economic and financial perspective, the trade-off between interpretability and predictive 

performance has important implications for credit allocation, inclusion, and systemic stability (Fuster et 

al., 2022). Simpler, inherently interpretable models such as logistic regressions or decision trees offer clear 

benefits for auditability, governance, and consumer understanding. They allow lenders, regulators, and 

consumers to trace how inputs translate into outcomes and to identify potential sources of bias or error. 

Because these models capture only limited functional relationships, however, they often produce coarse 

classifications of credit risk. Borrowers with very different true risk profiles may receive similar scores, 

which leads to mispricing and inefficient capital allocation. For lenders, this can result in conservative 

lending policies and average pricing of risk heterogeneous portfolios. New entrants, self employed 

borrowers, and consumers without extensive credit histories are particularly affected, which may intensify 

credit supply contractions during downturns when institutions tighten standards in response to rising 

uncertainty about defaults. 
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By contrast, complex and data-intensive models can detect subtle non-linear patterns and interactions 

across many variables, capturing predictive signals that traditional models miss. This can improve risk-

based pricing and expand access to credit, especially for previously underserved groups such as young 

borrowers or migrants with limited histories. These efficiency gains come with new costs. High-

dimensional models are difficult to interpret and validate, which complicates assessments of fairness, 

stability, and causal soundness (e.g., Doshi-Velez & Kim, 2017). Algorithms that are formally race blind or 

demographically neutral can still produce persistent disparities through correlations with unobserved or 

proxy variables, so that higher accuracy does not guarantee fair treatment (Kordzadeh & Ghasemaghaei, 

2022). The predictions of such models may also be sensitive to small changes in input data or to shifts in 

the macroeconomic environment. When these systems are widely adopted, correlated errors and 

common training data can contribute to model fragility, procyclical lending patterns, and unintended 

amplification of systemic risk. 

For individual borrowers and small and medium-sized enterprises (SMEs), the choice between lenders 

that leverage interpretable white box models and complex black box models can determine whether they 

gain or lose access to credit. Individuals with short or thin credit files, such as young adults, recent 

migrants, or those who mainly use cash, are often poorly represented in traditional scoring systems that 

rely on long repayment histories or stable employment. They may benefit from complex models that draw 

on alternative data, yet the opacity of these models makes it hard to see which aspects of financial 

behavior can meaningfully improve creditworthiness (see Frost et al., 2019). Interpretable models are 

easier to understand and respond to but often fail to capture compensating information that would allow 

lenders to identify low-risk borrowers in these groups. A similar tension exists for SMEs, which frequently 

lack standardized, long-term financial records. Richer, more flexible models can better capture sector-

specific patterns and qualitative strengths, but offer little transparency when credit is denied or priced 

unfavorably. As a result, both individuals and SMEs face a structural paradox. The models most capable 

of identifying their idiosyncratic strengths are often least able to explain themselves, whereas the models 

that offer clear explanations are often least capable of recognizing their creditworthiness. 

To address the opacity of complex machine learning models, which are well-suited to learning intricate 

patterns, researchers in information systems and computer science have developed techniques that 

generate explanations after model training. These post hoc explanation methods decouple model 

construction from model interpretation and are intended to make it possible to use high-performing 

models while still providing some level of interpretability. In practice, they work by placing explanatory 

tools on top of an already trained model and then producing local or global insights, depending on the 

method. This modular approach appears to offer flexibility in model selection in domains where 
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interpretability is a regulatory or practical requirement, because the explanatory layer can be added after 

the predictive model is finalized (e.g., Ribeiro et al., 2016b). At the same time, regulators and legislators 

need to recognize that such explanations remain approximations produced by auxiliary tools.  

The repertoire of post hoc methods continues to grow and offers different ways to interpret model 

behavior. Scholbeck et al. (2019) observe that many widely used approaches, especially those that are 

model agnostic, follow the SIPA framework: they Sample data points, Intervene by manipulating input 

features, obtain Predictions for these altered inputs, and Aggregate the results to form an explanation. 

This general procedure underlies several prominent techniques. In what follows, we concentrate on two 

widely used approaches that are representative of a broader and influential class of methods. The first is 

feature attribution, for which we consider SHAP, and the second is counterfactual explanation, for which 

we consider DiCE.  

IV.2 A feature attribution method: SHAP  

Feature attribution methods estimate how individual input features contribute to a model’s prediction by 

expressing the output as a sum or combination of feature-specific contributions. In this way, they 

decompose complex model predictions into contributions that can be associated with particular inputs. 

Such methods are especially useful for assessing whether certain inputs influence model outputs in 

unexpected or problematic ways. They provide users of model predictions with additional information for 

deciding when to overrule an automated output and offer developers insights that can support model 

improvement. Prominent approaches include local feature attribution methods such as LIME (Ribeiro et 

al., 2016) and SHAP (Lundberg & Lee, 2017), as well as related techniques for assessing feature influence 

such as partial dependence plots and permutation feature importance, with SHAP being particularly 

widely used in research and practice. 

SHapley Additive exPlanations (SHAP) build on ideas from coalitional game theory to assign contributions 

to individual feature values. Each feature value is treated as a player in a game and the model prediction 

is the payout. SHAP evaluates the marginal contribution of each feature value across many possible 

subsets of features in order to capture non-linear interactions (Lundberg & Lee, 2017). The result is a set 

of feature-specific values that explain why a given prediction differs from the average prediction for the 

population. By construction, the sum of all SHAP values for an instance together with the average 

prediction equals the actual prediction. In this sense, SHAP provides a contrastive explanation that 

expresses a complex prediction as a linear surrogate that approximates the behavior of the underlying 

model. 
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SHAP explanations are typically local, since they pertain to single instances. Aggregating SHAP values 

across many cases can reveal global patterns in model behavior, for example, systematic over-reliance on 

particular variables, which is useful for model validation and regulatory scrutiny. It is important to note 

that SHAP values are not derivatives. A positive SHAP value does not mean that increasing the 

corresponding feature will increase the prediction (Lundberg & Lee, 2017). Instead, it reflects the 

contribution of the observed feature value within the full context of all other features. 

Consider a simple example. Suppose a credit scoring model has an average predicted score of 650. For 

applicant Alice, the model predicts a score of 720. SHAP attributes the seventy-point difference to the 

following feature contributions. High annual income contributes plus thirty, a low debt to income ratio 

contributes plus twenty, an absence of late payments contributes plus twenty-five, a long credit history 

contributes plus ten, a recently opened new account contributes minus ten, and high credit utilization 

contributes minus five. The SHAP values sum to seventy, and 650 plus 70 equals 720, which reconstructs 

Alice’s prediction. Each SHAP value is computed in light of Alice’s complete feature profile. A change in 

one input, even a small change, would in principle alter the full set of SHAP values rather than only the 

value for that particular feature. As a consequence, the contribution associated with a feature such as 

gender may differ for Alice and for another applicant, such as Barbara, which makes direct inferences 

about discrimination at the individual level difficult. Only by aggregating SHAP values across many 

applicants is it possible to obtain more systematic insights into how features influence predictions on 

average. 

IV.3 A counterfactual explanation method: DiCE 

Counterfactual explanations form a core class of explanation methods. They show how a model’s 

prediction would change if one or more input features were different. The typical goal is to identify small 

changes to the input that would lead to a different predicted outcome, thereby offering actionable 

insights to end users (e.g., Dandl et al., 2020). In practice, these methods operate by modifying the feature 

values of an instance, querying the model for the new prediction, and focusing on those modifications 

that produce a meaningful change, for example, a shift from credit rejected to accepted or a score crossing 

a specified threshold. A counterfactual explanation, therefore, describes a change to the input that is 

intended to be as small as possible while achieving a predefined target output (Molnar, 2020). 

These explanations are often regarded as user-friendly because they are contrastive and selective and 

usually involve changes to only a few features. A technical advantage is that they can be implemented in 

a model-agnostic way. In such settings the method does not necessarily require access to the training data 

or to model internals but only to the model’s prediction function, which can be accessed through an 
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interface such as a web API. Counterfactuals are particularly well-suited to clarifying why a specific 

prediction was produced instead of another possible outcome. Counterfactual approaches construct new 

data points for which the model’s output can be observed directly. At the same time, counterfactuals are 

essentially local. They do not readily aggregate into a summary of global model behavior and their primary 

value lies in illustrating how one particular decision could have differed under slightly altered conditions 

(Molnar, 2020). 

DiCE, Diverse Counterfactual Explanations (Mothilal et al., 2020), is a widely used implementation of this 

approach. It addresses a common limitation of standard counterfactual methods, namely their tendency 

to produce only a single or a very narrow set of alternatives. DiCE generates multiple counterfactuals that 

all achieve the target outcome but differ along various feature dimensions. It formulates counterfactual 

generation as an optimization problem that balances three main criteria. Proximity measures how close a 

counterfactual is to the original input, diversity measures how different the counterfactuals are from each 

other, and validity requires that each proposed counterfactual actually leads the model to output the 

desired prediction (Mothilal et al., 2020). Intuitively, DiCE maps out several plausible alternative scenarios 

in which the model would have made a different decision, giving users a set of feasible options rather 

than a single prescription. 

Consider an example in the context of a credit scoring model. Suppose the model predicts a score of 640 

for applicant Bob, which is below the threshold for loan approval. DiCE may generate several 

counterfactual profiles that all yield a score above 700. One counterfactual could suggest increasing 

annual income from 40,000 to 60,000 while holding other features constant. Another might keep income 

unchanged but reduce credit utilization from 85 percent to 30 percent. A third could recommend reducing 

the number of recently opened accounts and increasing the length of credit history. These counterfactuals 

illustrate different ways in which the outcome could have changed. From the perspective of detecting 

systematic problems in the model, however, counterfactual explanations for isolated cases are limited 

because they provide only local insight and do not reveal structural patterns of misbehavior on their own. 

IV.4 Socio-technical limitations 

Feature attribution and counterfactual explanation methods both follow the SIPA logic of sampling, 

intervening on inputs, obtaining predictions, and aggregating results (Scholbeck et al., 2019), yet they 

differ in their assumptions, computational procedures, and the types of insight they provide. As a result, 

they can yield different explanations for the same model and even for the same data point. From a socio-

technical perspective, this plurality of explanations creates discretion in the choice of method and 

representation. It opens room for strategic selection of explanations, intentional or unintentional misuse, 



14 
 

and new forms of bias that interact with human cognitive limitations such as confirmation bias (e.g., 

Lakkaraju & Bastani, 2020). These dynamics help to explain why the use of explainability tools has so far 

produced mixed empirical results with respect to improvements in human AI collaboration (e.g., 

Poursabzi-Sangdeh et al., 2021; Bauer et al., 2023). 

Adding complexity to the issue, this variability does not only arise from the choice of method but also 

from deeper methodological and contextual dependencies, which raise concerns about reliability and 

interpretability (e.g., Fernandez-Loria et al., 2022). Many post hoc methods, including SHAP and DiCE, are 

sensitive to user-defined inputs and modelling choices. In SHAP, for example, the background dataset 

used as a reference distribution has a strong influence on the resulting attributions. Different selections 

of this background data can lead to different decompositions of the same prediction. This flexibility 

creates scope for misleading explanations, whether deliberate or inadvertent. A model developer or 

institution could, for instance, choose background data that reduces the apparent influence of a sensitive 

feature and thereby masks discriminatory effects. In the Alice example discussed above, where the model 

average is 650, and her score is 720, different background datasets could produce different SHAP value 

decompositions of the seventy-point difference and might conceal the extent to which her gender reduces 

her score, both in her case and on average across applicants. Sampling problems and other technical issues 

can similarly generate distorted explanations unintentionally, without any actor being aware of the 

distortion. 

For counterfactual explanations, the problem of multiplicity is even more pronounced. Many different 

counterfactuals can exist for a single case, sometimes referred to as the Rashomon effect (e.g., Müller et 

al., 2023). DiCE, which is designed to generate diverse counterfactuals that all attain the same target 

outcome, illustrates this phenomenon clearly. Each counterfactual corresponds to a different hypothetical 

set of changes in the inputs, yet all of them induce the same decision by the model (Molnar, 2020). When 

the interests of explanation providers and recipients diverge, this ambiguity becomes critical. In credit 

scoring, a bank might highlight counterfactuals that place responsibility on the applicant, such as higher 

income or a longer credit history, while de-emphasizing counterfactuals that reveal illegal patterns that 

actually drive the rejection. 

These issues affect stakeholders in different ways. For users who rely on model predictions to inform 

decisions, ambiguity in explanations reduces their practical value for contesting or overruling adverse 

outcomes. When explanations can be selectively framed or adjusted, users cannot easily determine 

whether an unfavorable result reflects an accurate model judgment or a systematic error. In such settings, 

interpretability does not reliably translate into accountability or effective oversight. 
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For developers, instability across explanation methods complicates model debugging and improvement. 

When two widely accepted post hoc techniques attribute a prediction to different features, it becomes 

difficult to distinguish genuine properties of the model from artifacts of the explanatory method. This 

uncertainty can misdirect optimization efforts towards correcting perceived problems that originate in 

the explanation procedure rather than in the model itself. 

For data subjects, inconsistencies and degrees of freedom in constructing explanations directly threaten 

fairness and transparency. Individuals who receive a justification for a specific prediction expect a clear 

and truthful account of why the decision was made (e.g., Wachter et al., 2018). If multiple, equally 

plausible explanations exist for the same outcome, or if explanations depend on choices about 

background data that are not visible to the data subject, this expectation is undermined (Lakkaraju & 

Bastani, 2020). People cannot readily distinguish between faithful and selectively framed explanations, 

which can erode trust in both the model and the institution using it. 

Against this background, one can argue that post hoc explanation methods such as SHAP and DiCE 

introduce an additional layer of complexity to the deployment of powerful machine learning models. They 

can provide interpretable summaries to some extent, provided that recipients understand their 

limitations. At the same time, their dependence on user-defined parameters, data choices, and method-

specific assumptions creates significant scope for manipulation, ambiguity, and misunderstanding. 

Beyond these technical and methodological variabilities, the reliance on historical training or background 

data, which is often essential for methods like SHAP, raises fundamental legal questions regarding the 

GDPR’s purpose limitation principle (Art. 5(1)(b) GDPR) and the assessment of purpose compatibility (Art. 

6(4) GDPR). Controllers bear the burden of proving that repurposing personal training data for post-hoc 

explanations is compatible with the original purpose of training the AI system; otherwise, such processing 

is prohibited. This poses a significant challenge, particularly when viewed against the backdrop of recent 

regulatory guidance: For example, guidelines from the German Data Protection Conference (DSK) 

emphasized that processing purposes must be strictly defined prior to use, creating risks for post-hoc 

explanation methods introduced after data collection (DSK, 2024). Furthermore, the European Data 

Protection Board (EDPB) distinguishes between the development and deployment phases of AI, warning 

that data usage across these phases constitutes separate processing activities that generally require 

distinct legal justifications (EDPB, 2024). This regulatory stance creates a “compliance trap”: utilizing 

historical training data (development phase) to generate explanations during the process of application 

(deployment phase) risks violating the purpose limitation principle. 
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However, emerging case law suggests a pragmatic path that arguably points towards resolving this 

tension. A recent judgment by the Regional Court of Bayreuth ordered a credit bureau to disclose “how 

and with what weighting each datum entered into the score calculation”, specifically mandating a 

disclosure of “what the score would have been without consideration of [each specific] datum” (Bayreuth, 

2025). While this specifically frames a counterfactual question (“Leave-One-Out”), it legally compels the 

controller to calculate the precise marginal impact of individual data points. By mandating such specific 

analyses to fulfill the right of access (Art. 15(1)(h) GDPR), the court adopts a pragmatic stance that 

presupposes the necessity of such calculations. Notably, the court, similar to the CJEU in Dun & Bradstreet, 

did not explicitly engage with the conflict regarding purpose limitation. Yet, by treating the generation of 

these explanations as an integral part of the transparency obligation, the rulings effectively presuppose 

purpose compatibility. 

Against this complex background of technical instability and legal uncertainty, the weaknesses of current 

explanation methods create misaligned incentives between those who provide explanations and those 

who receive them (Martens et al., 2025). For credit institutions in their interactions with customers, 

explanations are not only instruments of transparency but also strategic tools that affect reputation, 

regulatory scrutiny, and customer responses. When the choice of explanatory method or background data 

influences how fair or comprehensible a model appears, lenders may have an incentive to select or frame 

explanations opportunistically. They may emphasize factors that appear controllable for consumers, such 

as higher income or lower credit utilization, while downplaying model or data-driven biases. For credit 

scoring companies, incentives are shaped primarily by their contractual relationships with banks rather 

than by direct accountability to consumers. In supervisory interactions, banks face yet another set of 

incentives, which may lead them to frame explanations in ways that minimize apparent model weaknesses 

(see on the related topic on internal credit risk models Begley et al., 2017). This can shift responsibility 

away from institutional design choices and towards individual borrowers or individual institutions, 

reducing pressure to improve models structurally. Producing detailed and legally robust explanations is 

also costly, especially for complex or proprietary systems, which can encourage under investment in 

genuine interpretability and reliance on explanations that formally satisfy transparency requirements 

without providing substantial insight. 

These dynamics are likely to vary across institutions. Large incumbent banks with extensive compliance 

structures and in-house data science capabilities are often better positioned to generate explanations 

that are both compliant and reasonably intelligible. Smaller lenders and fintech firms that depend on 

third-party scoring providers may find it more difficult to meet the same standards. Differences in the 

capacity to deliver high-quality explanations can therefore translate into competitive advantages, 
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enabling well-resourced institutions to signal fairness and reliability more convincingly than less resourced 

competitors. Over time, consumers may self-select into institutions that offer clearer and more 

trustworthy explanations, which can deepen market segmentation (for the mechanism see Heidhues et 

al., 2017). This dynamic may inadvertently benefit traditional consumers who are in a position to compare 

offers and respond to differences in interest rates and disclosure quality. For more vulnerable groups such 

as refugees, who may face legal, linguistic, or documentation barriers, the relevant question is often not 

which institution to choose but whether they receive any formal offer at all, which can increase the risk 

of exclusion from mainstream credit or reliance on informal and high cost lenders where explainability is 

weakest or absent, thereby reinforcing informational inequality within the credit ecosystem. 

In a similar vein, explanation mechanisms, similar to other transparency mechanisms, may also generate 

selection and behavioral distortions (see, e.g., Bauer & Gill, 2024). Individuals with higher financial literacy 

or better digital access may be more capable of interpreting explanations and adjusting their behavior 

strategically, for example, by optimizing visible variables while leaving underlying risk factors unchanged. 

Others who find explanations difficult to understand may react sub-optimally or withdraw from credit 

offers altogether. This unequal ability to act on explanations can unintentionally exacerbate existing 

disparities, as better-informed borrowers adapt while more vulnerable ones remain exposed. Without 

governance structures and trusted intermediaries that align incentives and standardize explanatory 

practices, explainability risks reproducing some of the information and power asymmetries it is intended 

to mitigate. 

V Legal limitations 

The legal rules that deal with credit scoring and underwriting, AI and data protection have so far not 

provided details on what might count as a good enough explanation of “the underlying logic” of a decision 

or the “role of the AI system” in decision-making procedures. Arguably, this has to do with legal rules 

being conceptualized against the background of human actors. They respond to humans, typically trying 

to understand why a certain outcome was produced instead of another, e.g., why someone received a 

low instead of a high credit score. More concretely, reference-dependence of, for instance, contrastive 

models allows for counterfactual reasoning where humans can ask whether an outcome would have been 

different had specific characteristics been different. This ties to notions of causal relationships between 

inputs and outputs. Psychologists have repeatedly stressed that “causal knowledge is used as the basis of 

predictions (…), action planning, decision-making, and problem solving”, hence, “explanation and 

causation are intimately related”. Given that “causal claims are often answers to (…) questions about why 

or how something occurred”, they have the potential to remedy what might otherwise seem as random 
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or unfair. From this perspective, providing causal explanations, at least when it comes to explaining 

individual predictions, can help acceptance of the outcome, allow for counterarguments, rectification, or 

ultimately some form of redress. 

The problem with this legal approach is that a black-box will not produce causality along traditional lines. 

Both local and global explanation methods provide second-hand explanations, as it were, that construct 

a new model to explain the unexplainable black-box model. This is not to deny that the law might 

ultimately accept these methods as sufficient explanation. However, for now there is a lack of 

transparency about how explainable AI methods work, including the potential flaws in explanatory and 

causal power. Highlighting this will be a first and crucial element in socio-technical-legal discourse. 

V.1 An XAI intermediary? 

In the preceding sections we have identified technical, economic, and legal limitations of relying solely on 

feature attribution and counterfactual explanation methods. These limitations become particularly 

pronounced when stakeholders have divergent interests and when information asymmetries shape how 

explanations are produced, framed, and understood. One way to address these issues and to increase the 

likelihood that technical solutions deliver on their intended purposes could be to establish a trusted 

intermediary institution. In this last section of our essay, we outline thoughts on the nature and 

characteristics of such an intermediary 

An XAI intermediary would securely hold model details and other required technical inputs to generate 

explanation reports for relevant stakeholders. In this arrangement, a neutral body would securely store 

the AI model, the necessary training data, and the accompanying documentation and would act as a bridge 

between model providers, affected individuals, and regulators. For example, a bank could share its credit 

scoring model and supporting materials on a confidential basis. Applicants could then request plain 

language explanations of specific decisions, while regulators and auditors would receive global reports 

that summarize model logic and highlight the most influential features. The intermediary would require 

an auditing authority and full access to the AI system’s inner workings. It would generate explanations 

without disclosing the raw model or source code to the requester, thus protecting trade secrets while 

ensuring transparency.  

Dun & Bradstreet further illustrates why an institutional intermediary would be necessary in practice. 

While the ECJ acknowledged the tension between access rights and trade secrecy, its proposed solution 

relies primarily on traditional judicial mechanisms. The judgment envisages an in camera procedure, 

stating that the “controller is required to provide the allegedly protected information to the competent 

supervisory authority or court, which must balance the rights and interests at issue with a view to 



19 
 

determining the extent of the data subject’s right of access provided for in Article 15 of the GDPR” (para. 

76). This means that the controller must provide the contested information to a neutral authority. That 

authority, in turn, safeguards trade secrets while ensuring that all information falling within the scope of 

Article 15 is disclosed to the data subject, including details on the “logic involved”, which form part of the 

explanation obligation. 

However, enforcement of Article 15 rights varies significantly across EU Member States. In Austria, where 

Article 15 can be enforced through both civil and administrative proceedings, in camera review by data 

protection authorities is possible. For example, Germany, on the other hand, restricts enforcement 

exclusively to civil courts where trade secret protection is possible only through § 273a ZPO confidentiality 

orders, not via in camera proceedings. These limited protections apply solely against third parties, not the 

opposing litigant, risking both excessive disclosure and uncertainty about whether explanations satisfy 

Article 15 requirements. 

Such procedural constraints drive companies to defensive strategies. The German credit scoring company 

Schufa – which was involved in the predecessor case to Dun & Bradstreet – has adopted a pragmatic 

approach: instead of risking disclosure of sophisticated AI models through civil litigation, it relies solely on 

logistic regression and gradient tree boosting (Schufa, n.d.), offering consumers simplified, app-based 

score explanations while disclosing full details only to data protection authorities. 

Apart from this procedural fragmentation, requiring courts and supervisory authorities to determine “the 

extent of the data subject’s right of access” requires a level of technical understanding that courts and 

authorities frequently lack. In the context of algorithmic scoring, defining the scope of necessary 

disclosure is not merely a legal balancing act but a technical assessment of what constitutes a meaningful 

explanation. These institutions typically lack the deep expertise in explainable AI methodologies required 

to decide whether a particular set of feature attributions or counterfactuals provides a sufficient 

understanding of the “logic involved”. 

Along these lines, we propose to design an intermediary with which the trained models and used training 

data would need to be shared. This intermediary would then decide what information must be shared 

with individuals. Acting as an expert authority, the XAI intermediary could operationalize the balancing 

test, protecting trade secrets while ensuring that the data subject’s right to information under Article 15 

GDPR is meaningfully fulfilled, thereby standardizing the balance between explanation and intellectual 

property protection.  

Designing such an XAI intermediary requires mechanisms to ensure independence and trustworthiness. 

Fiduciary duties would uphold data subjects’ rights, prioritizing their interests, keeping data minimization 
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and risks of bias in mind, while at the same time respecting the legitimate interests of model owners by 

not disclosing data and model details to the broad public. If explanations are treated as a public good, 

the intermediary could be a public agency, ensuring high independence and legal authority to compel 

information, thereby fostering public trust. At the same time, public agencies may face limitations in 

capacity and expertise, and their processes can be slow or inflexible.  

From a technical perspective, the intermediary should operate secure data centers, maintaining 

redundant copies of all information to ensure service continuity. Models and training data should be 

stored in isolated, highly protected environments accessible only to a vetted subset of staff, with sensitive 

computations performed in secure enclaves to prevent unauthorized access. The platform would require 

sufficient computing resources, including specialized processors for intensive analysis, and long-term, 

write-once storage for immutable audit trails. Data should flow through controlled channels, including 

secure connections to client systems, comprehensive change logs, and catalogs of datasets, models, and 

reports. Personal data collection should be minimized, names should be tokenized where possible, and 

synthetic data should be used for testing. Strong encryption must protect data at rest and in transit, with 

encryption keys secured in dedicated hardware. Access should be tightly controlled with verification of 

every request, temporary permissions, multi-factor authentication, continuous security monitoring, 

proactive attack protection, regular backups, and tamper-evident logs. For accessibility, the platform 

should provide two web portals: a public, multilingual interface for identity verification, request 

submission, status tracking, and receipt of explanations for data subjects; and a regulated partner 

dashboard for model uploads and audit management for supervisors. To achieve scalability, the 

intermediary should leverage automated XAI tools and processes. However, full automation risks 

overlooking context or nuance. Hence, a human-in-the-loop approach is essential, where experts such as 

data scientists, XAI specialists, and ethicists oversee the automated analysis, particularly for complex or 

borderline cases. These experts can verify that the generated explanations are meaningful and not 

misleading.  

With this infrastructure, the intermediary can deliver “explainability reports” at two levels. For individuals 

affected by AI-based decisions, the intermediary provides a local explanation report focused on the 

reasoning behind a specific prediction. This report could combine feature attribution (e.g., SHAP values 

showing which features contributed most to a decision) and counterfactuals (concrete scenarios showing 

what changes would alter the outcome). For example, a report might explain that a credit application was 

denied due to low income and past delinquencies, and indicate that saving an additional $1,000 would 

likely have resulted in approval. These reports can present key features and counterfactual examples in 

accessible formats. At the same time, the explainability report would need to make it transparent that it 
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is delivering a second-hand explanation without access to the original model’s black-box. Consumers 

would need to understand what they can learn from the report and how likely it is that behavioral change 

would actually change their score.  

For regulators, auditors, or oversight bodies, the intermediary could produce global explanation reports 

that summarize the AI system’s overall logic and behavior. Such reports are vital for compliance with 

regulations such as the current version of the EU AI Act. The global report can include a model overview, 

an analysis of the most influential input features, performance metrics broken down by demographic 

group, and evidence supporting compliance, all without exposing proprietary details. This approach helps 

regulators assess systems without forcing companies to reveal trade secrets. 

To demonstrate effectiveness, pilot programs with select providers and authorities can validate demand, 

refine pricing, and calibrate service levels. Key success indicators include report turnaround time, rates of 

resolving contested decisions, findings of noncompliance, and user satisfaction. Through this approach, 

the intermediary can turn explainability into a standard service that safeguards rights, promotes 

innovation, and reduces regulatory risk. 

V.2 Concluding thoughts on Explainability-as-a-Service 

Alternatively, the intermediary could operate as a business, offering “Explainability-as-a-Service”. 

Companies would pay for analysis and certified explanation reports. As regulation tightens, demonstrating 

external auditing and explainability could become a market differentiator, motivating adoption even 

without strict legal requirements. To prevent conflicts of interest, particularly when a for-profit 

intermediary is paid by the model owner, safeguards such as regulatory oversight, audit standards, and 

rotation requirements are necessary to ensure objectivity and accuracy. The establishment of a private 

EaaS intermediary, however, raises legal concerns. 

First, the use of a private EaaS intermediary could not absolve the controller of their obligation to provide 

access to information under Art. 15 GDPR by themself. Since the data subject receives a report directly 

from the EaaS provider, the controller is prevented from selectively presenting data to ensure a compliant 

appearance. However, this dual flow of information creates a specific risk: If the mandatory explanation 

provided by the controller diverges from the independent EaaS report, the former may appear misleading 

or inadequate. This exposes the controller to considerable liability risks, as data subjects can leverage such 

discrepancies to claim damages or trigger administrative fines. 

Second, the generation of meaningful model explanations often requires access not only to the deployed 

model but also to parts of the original training data, e.g., for SHAP, which frequently contain personal 
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data. While this access could, in theory, be facilitated via an API, such an approach entails significant 

security risks, and legal frameworks such as NIS2 and DORA may impose particularly stringent 

cybersecurity requirements. As a result, full data transfers of both the model and the training data to the 

intermediary may become necessary. If the training data includes personal data, this raises the question 

of whether the intermediary could qualify as a data processor, acting solely on behalf of and under the 

instructions of the deploying entity. This could reduce the internal compliance burden for the deploying 

company; however, processors are, by definition, bound to follow the instructions of the controller and 

lack discretion over the purposes and means of processing, which restricts the intermediary’s ability to 

act as an independent evaluator. A more suitable legal framework might be that of joint controllership; 

however, this would also bring significantly increased regulatory obligations, particularly regarding lawful 

data transfers and accountability mechanisms. 
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